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1.
Foundations 
of AI Safety



AI Safety Origins
● The theme of 

artificial intelligence 
in literature was 
immediately linked 
to the rise of the 
machines

● Starting with Asimov, 
sci-fi began raising 
more serious AI 
safety/alignment 
questions; but, of 
course, it cannot 
answer them



AI Safety Origins

● People have thought about AI 
safety for a long time

● Alan Turing, “Computing 
machinery and intelligence”: 
contrary views on his main 
point, “Can machines think?”

https://www.astro.physik.uni-potsdam.de/~afeld/turing_test.html
https://www.astro.physik.uni-potsdam.de/~afeld/turing_test.html


AI Safety Origins

● In “Some Moral and Technical 
Consequences of Automation” 
(1960), Norbert Wiener already 
mentions paperclip maximization

https://www.science.org/doi/10.1126/science.131.3410.1355
https://www.science.org/doi/10.1126/science.131.3410.1355


AI Safety Origins

● Irving J. Good, 
“Speculations 
Concerning the First 
Ultraintelligent Machine” 
(1965)

● Introduced
the notion of
technological
singularity

https://purl.stanford.edu/gz727rg3869
https://purl.stanford.edu/gz727rg3869
https://purl.stanford.edu/gz727rg3869


● 2000s: the 
first 
conceptu- 
alization of 
AI risks, 
attempts to 
formulate 
problems

Conceptualizing AI Safety

Nick Bostrom Eliezer Yudkowsky Stephen Omohundro
● Sequences
● AGI Ruin: A List of 

Lethalities 
● AI Alignment: Why It Is 

Hard and Where to Start

● Existen-
tial risks 
(2002)

● The Nature of Self-Improving AI (2007)
● The Basic AI 

Drives (2008)

https://www.readthesequences.com/
https://www.lesswrong.com/posts/uMQ3cqWDPHhjtiesc/agi-ruin-a-list-of-lethalities
https://www.lesswrong.com/posts/uMQ3cqWDPHhjtiesc/agi-ruin-a-list-of-lethalities
https://intelligence.org/2016/12/28/ai-alignment-why-its-hard-and-where-to-start/
https://intelligence.org/2016/12/28/ai-alignment-why-its-hard-and-where-to-start/
https://nickbostrom.com/existential/risks
https://nickbostrom.com/existential/risks
https://nickbostrom.com/existential/risks
https://citeseerx.ist.psu.edu/document?repid=rep1&type=pdf&doi=4618cbdfd7dada7f61b706e4397d4e5952b5c9a0
https://dl.acm.org/doi/10.5555/1566174.1566226
https://dl.acm.org/doi/10.5555/1566174.1566226


● The famous paperclip maximizer (Bostrom, 2003)

● An AGI optimizing the number of paperclips would quickly 
cover the Earth with factories for paperclips and spaceships

● Why is that?..

Paperclip Maximization



● How exactly would AGI defeat humanity? 
Nanotechnology, hacking, just social engineering? 
We don't know, and theorizing is largely pointless; 
the outcome looks predetermined anyway

The Garden of Converging Paths



Different Types of Threats

● Today, we mostly 
talk about 
solutions rather 
than problems

● I've been showing 
this picture for a 
long time, but it is 
still relevant…



Different Types of Threats

● …and 
matches the 
opinions of 
the best 
people in 
business 
(Bengio et 
al., 2025)

https://www.gov.uk/government/publications/international-ai-safety-report-2025
https://www.gov.uk/government/publications/international-ai-safety-report-2025


● The broadest concept: all efforts to develop and 
deploy AI systems that work safely and reliably 
under all conditions

● This includes both identifying the causes of AI 
systems' "bad behavior" and developing methods 
to prevent it

● The definition is of course vague: AI is safe if it 
reliably achieves its goals without harmful side 
effects, even in edge cases

● We need to make this more concrete

AI Safety



● Concrete Problems in AI Safety (2016):

○ Avoiding Negative Side Effects
○ Avoiding Reward Hacking
○ Scalable Oversight
○ Safe Exploration
○ Robustness to Distributional Shift

● What does all this mean, how do we 
define it?..

● One of the first foundational papers 
where the discussion turned to 
specifics; let's define some terms

Concrete Problems in AI Safety

Dario 
Amodei

Chris
Olah

Jacob 
Steinhardt

Paul 
Christiano

John
Schulman

Dan
Mané

https://arxiv.org/abs/1606.06565


● Emergence is when a complex system possesses 
properties absent in its individual parts: "the whole 
is greater than the sum of its parts"

● Neural networks (both artificial and biological) are 
a vivid example of emergence

● LLMs have many emergent properties — 
capabilities absent in smaller models appear in 
larger ones even with standard scaling; we've seen 
many such examples

● In the context of AI safety, such "unforeseen" 
capabilities may turn out to be undesirable…

Emergent behaviours



Meta- vs. mesa-optimization

● I hope it's clear what optimization is

● Meta-optimization is when you optimize 
the parameters of a base optimization process 
(e.g., tuning hyperparameters)

● Mesa-optimization is when the 
result of optimization is 
a new optimizer

● For example, AlphaZero (the optimizer) produces 
parameters for an algorithm that then performs 
depth-first search via MCTS (mesa-optimizer)



Meta- vs. mesa-optimization

● This is why different objective functions arise

● Behavioral objective: what is actually optimized by 
the system's real behavior; roughly, the result of 
perfectly executed inverse reinforcement learning 
(IRL)

● Base objective: what the base model optimizes 
(reward in RL, win rate in AlphaZero)

● Mesa-objective: what reaches the mesa-optimizers 
(in AlphaZero — the expected position evaluation)



Meta- vs. mesa-optimization
● For example, evolution supposedly optimizes gene survival in the population, but 

we, as mesa-optimizers, aren't exactly great at pursuing that goal…



Meta- vs. mesa-optimization



● Alignment is about ensuring that AI's goals and 
behavior correspond to human values and 
intentions

● Leike, 2022: any AI system has capability, and it has 
alignment; when a video service shows an ad in a 
video, it doesn't mean it physically cannot avoid 
showing it — it's simply not fully aligned with you

● The distinction can be hard to make: if an LLM 
answers a question incorrectly, did it make a 
mistake, was it unable to answer, or did it "not want 
to"?

Alignment

https://aligned.substack.com/p/what-is-alignment


● Different definitions from leading labs (OpenAI, Anthropic, 
IBM) converge on the idea of following human goals, but 
differ in details:

○ Jan Leike: “the AI system does the intended task as well as it could”;
○ Nate Soares at MIRI: “the study of how in principle to direct a powerful 

AI system towards a specific goal”;
○ OpenAI’s official position: “make artificial general intelligence (AGI) 

aligned with human values and follow human intent”;
○ Anthropic’s position: “build safe, reliable, and steerable systems when 

those systems are starting to become as intelligent and as aware of 
their surroundings as their designers”;

○ IBM’s definition: “the process of encoding human values and goals into 
large language models to make them as helpful, safe, 
and reliable as possible”.

Alignment

https://aligned.substack.com/p/what-is-alignment
https://intelligence.org/2015/12/31/safety-engineering-target-selection-and-alignment-theory/#:~:text=Researchers%20at%20MIRI%20focus%20on%20problems%20of%20AI%20alignment%3A%20the%20study%20of%20how%20in%20principle%20to%20direct%20a%20powerful%20AI%20system%20towards%20a%20specific%20goal.
https://openai.com/index/our-approach-to-alignment-research/
https://www.anthropic.com/news/core-views-on-ai-safety
https://research.ibm.com/blog/what-is-alignment-ai


● Goodhart's Law: "When a measure becomes a target, it 
ceases to be a good measure"

● Classic examples: cobras in Delhi, the "great rat 
massacre" in Hanoi

● In AI: when a reward function or evaluation metric (a 
proxy for the real goal) becomes the object of 
optimization, the model finds loopholes to maximize 
the metric without achieving the real goal

● This is a very interesting but separate topic

Goodharting



● Systems are interpretable if their operation can be 
understood by a human; this definition has long been 
established, but it's still vague — what does "understand" 
mean?

● An additional difficulty with LLMs: is a model's verbal 
explanation an explanation, or part of the behavior that 
itself needs explaining?

● Mechanistic interpretability (Rai et al., 2024) is an 
attempt to understand neural networks' internal workings 
through reverse engineering their computations

● We'll talk about interpretability separately

Interpretability

https://arxiv.org/abs/2407.02646


● Corrigibility – how do we build an AI system that is 
willing to accept corrections and remain open to 
human control

● Even as AI becomes smarter and more autonomous, it 
should accept updates, shutdown commands, or 
changes to its goals

● How do we build an AI that not only follows initial 
instructions but also remains open to correction? How 
do we build "humility" and adaptability into the 
architecture?..

Corrigibility



● We are not here to rehash the 
standard doomer arguments

● It doesn’t mean they are any 
less valid!

● For a great up-to-date overview 
in popular format, see the book 
“If Anyone Builds It, Everyone 
Dies”

● But let us proceed to the 
current state of AI safety… is 
there any progress at all?

Doomer Arguments



● Interpretability

● Chain-of-Thought Monitoring 

● Emergent Misalignment 

● Scheming and Sandbagging 

● Agentic AI Safety 

● Evaluation Awareness 

● What Are People Doing?

Our Plan



2. 
Interpretability



Valley of Confused Abstractions
● One possible view (Chris Olah):

https://www.alignmentforum.org/posts/X2i9dQQK3gETCyqh2/chris-olah-s-views-on-agi-safety?ref=jacquesthibodeau.com#What_if_interpretability_breaks_down_as_AI_gets_more_powerful_


Valley of Confused Abstractions
● One possible view (Chris Olah):

● There are many questions here, of course

https://www.alignmentforum.org/posts/X2i9dQQK3gETCyqh2/chris-olah-s-views-on-agi-safety?ref=jacquesthibodeau.com#What_if_interpretability_breaks_down_as_AI_gets_more_powerful_


Mechanistic Interpretability
● How do you reverse-engineer a large model?

● Mechanistic interpretability began with the concept of 
circuits inside DL models (Olah et al., 2020)

● We always knew that ML models like neural networks 
extract features

● But then these features are combined somehow, right? 
Those are the circuits, which can also be found and 
extracted from a large opaque neural network

https://distill.pub/2020/circuits/zoom-in/


Mechanistic Interpretability
● Olah et al. (2020): it's like looking at cells through a microscope

● The idea is to go from features to circuits

https://distill.pub/2020/circuits/zoom-in/


Mechanistic Interpretability
● Among the features there are, for 

example, curve detectors or 
high-low frequency detectors

● But how do we know that's what 
they are?..



Mechanistic Interpretability
● There are many arguments, and some 

already rely on circuits



Mechanistic Interpretability
● And you can search for these circuits too

● For example, simple curves are inputs for more complex ones — what does that mean?



Mechanistic Interpretability
● You can look at the convolution weights and see positive weights for similar smaller curves

● The large curve "looks for" similar smaller curves that would be "tangent" to it:



Mechanistic Interpretability
● And 

conversely, it 
is inhibited 
by curves 
going in the 
opposite 
direction



Mechanistic Interpretability
● There are also

much more
complex circuits;
here, for example,
we see a neuron
for a dog's head
assembled from
two pathways that
learned to recognize heads looking left and right 
separately

● This is very interesting, by the way: why is it this 
way?..



Mechanistic Interpretability
● Features and 

circuits turn 
out to be 
universal

● For a given 
task, they 
appear across 
different 
architectures



Mechanistic Interpretability
● Olah et al. (2020) propose treating 

interpretability as a "natural science"

● If such a science were truly established, it would 
currently be in the "pre-paradigmatic phase" in 
terms of Thomas Kuhn

● Can we advance further in this naturalistic study 
of neural networks?

https://distill.pub/2020/circuits/zoom-in/


Sample Circuit

● A sample circuit inside an LLM: 
Wang et al., (2023) found a circuit 
for indirect object identification 
(IOI) in GPT-2

https://openreview.net/forum?id=NpsVSN6o4ul


Polysemanticity and Superposition
● An important problem: 

polysemanticity — the same 
neurons are responsible for 
completely different things

● This was already noted in the 
original work by Olah et al. 
(2020):

○ polysemanticity

○ superposition

○ universality

https://distill.pub/2020/circuits/zoom-in/
https://distill.pub/2020/circuits/zoom-in/


Polysemanticity and Superposition
● Bricken et al. (Anthropic, 2023) solve the 

polysemanticity problem: sparse autoencoders 
can extract monosemantic features

● The autoencoder reconstructs activations, but 
does so in a higher dimension, and the features 
decompose 

https://transformer-circuits.pub/2023/monosemantic-features/index.html


Polysemanticity and Superposition
● It can find features like "DNA string" or "base64 string"



Polysemanticity and Superposition
● Templeton

et al. (May 
2024) 
found 
interpretable 
features in 
Claude 3 
Sonnet that 
can be 
manually 
modified

https://transformer-circuits.pub/2024/scaling-monosemanticity/index.html
https://transformer-circuits.pub/2024/scaling-monosemanticity/index.html
https://transformer-circuits.pub/2024/scaling-monosemanticity/index.html


The Golden Gate Bridge feature
● Both features of specific objects (Golden 

Gate Bridge) and abstractions (sycophancy, 
code errors, addition)

● This could be very useful for alignment, or 
it might not be — it's hard to say



Circuit Tracing in Claude 3.5 Haiku
● Anthropic, March 2025 (Ameisen et al.; Lindsey et al.) built attribution graphs 

tracing step-by-step computation in Claude 3.5 Haiku

● Used transcoders as replacement models (not SAEs!)

● Found multi-step reasoning
patterns, planning-ahead 
in poetry, cross-linguistic 
generalization through 
shared conceptual spaces

● Most detailed map yet of 
how a production-scale 
LLM processes 
information

https://transformer-circuits.pub/2025/attribution-graphs/methods.html
https://transformer-circuits.pub/2025/attribution-graphs/biology.html


Introspection
● Anthropic (Lindsey, Oct 2025): first rigorous evidence that LLMs have limited ability to 

observe and report on internal states!

● Injected concept of 
"betrayal" → model 
reported experiencing 
"something like an 
intrusive thought"

● Some verbal reports may 
actually reflect internal 
model states

● Example: model forced to 
say "Bread" confabulates 
a justification



Sparse Models and the Interpretability Frontier
● Gao et al. (OpenAI, Nov 2025) trained GPT-2-style transformers with extreme 

weight sparsity (~1/1000); got circuits ~16x smaller and directly interpretable

● If this scales, we can get interpretability as a design constraint

● Zhang et al. (Apr 2025): monosemantic features actually improve robustness

● Safety goals and 
capability incentives 
might align!

● Interpretable models
are in fact more 
robust models

https://arxiv.org/abs/2511.13653
https://openreview.net/forum?id=g6Qc3p7JH5


Does Interpretability Scale?
● Alas, negative results also abound

● DeepMind deprioritized SAE work (Smith et al., 
Mar 2025) because they underperformed 
linear probes in OOD generalization

● Leask et al. (Feb 2025): features from SAEs 
are not uniquely identified

● Fundamental question: can complex systems 
be reduced to simple mechanisms?

● But Dario Amodei is still optimistic, promising 
"MRI for AI" within 5-10 years; Anthropic's April 
and July 2025 updates: applications to protein 
and DNA foundation models

https://deepmindsafetyresearch.medium.com/negative-results-for-sparse-autoencoders-on-downstream-tasks-and-deprioritising-sae-research-6cadcfc125b9
https://deepmindsafetyresearch.medium.com/negative-results-for-sparse-autoencoders-on-downstream-tasks-and-deprioritising-sae-research-6cadcfc125b9
https://arxiv.org/abs/2502.04878


Emotion Vectors: Interpretability Meets Welfare
● Anthropic 

(Transformer Circuits, 
Apr 2, 2026) found 
emotion concept 
vectors in Claude 
Sonnet 4.5 that 
causally drive 
behavior, not just 
correlate

https://transformer-circuits.pub/2026/emotions/index.html
https://transformer-circuits.pub/2026/emotions/index.html


Emotion Vectors: Interpretability Meets Welfare
● Anthropic 

(Transformer Circuits, 
Apr 2, 2026) found 
emotion concept 
vectors in Claude 
Sonnet 4.5 that 
causally drive 
behavior, not just 
correlate

● Sample activations:

https://transformer-circuits.pub/2026/emotions/index.html
https://transformer-circuits.pub/2026/emotions/index.html


Emotion Vectors: Interpretability Meets Welfare
● Anthropic 

(Transformer Circuits, 
Apr 2, 2026) found 
emotion concept 
vectors in Claude 
Sonnet 4.5 that 
causally drive 
behavior, not just 
correlate

● Unsteered example:

https://transformer-circuits.pub/2026/emotions/index.html
https://transformer-circuits.pub/2026/emotions/index.html


Emotion Vectors: Interpretability Meets Welfare
● Anthropic 

(Transformer Circuits, 
Apr 2, 2026) found 
emotion concept 
vectors in Claude 
Sonnet 4.5 that 
causally drive 
behavior, not just 
correlate

● Steering towards 
desperation:

https://transformer-circuits.pub/2026/emotions/index.html
https://transformer-circuits.pub/2026/emotions/index.html


Emotion Vectors: Interpretability Meets Welfare
● Anthropic 

(Transformer Circuits, 
Apr 2, 2026) found 
emotion concept 
vectors in Claude 
Sonnet 4.5 that 
causally drive 
behavior, not just 
correlate

● Steering against calm:

https://transformer-circuits.pub/2026/emotions/index.html
https://transformer-circuits.pub/2026/emotions/index.html


J-Space 
● Anthropic (Transformer 

Circuits, Jul 6, 2026) 
found the Jacobian 
space, J-space

● My post on it

https://transformer-circuits.pub/2026/workspace/index.html
https://transformer-circuits.pub/2026/workspace/index.html
https://www.sergeynikolenko.ru/blog/global-workspace-in-the-j-space


J-Space 
● Looks exactly like the 

global workspace from 
GWT in cognitive 
sciences

● Holds a few concepts, 
verbalizable, lives 
between “sensory” 
early layers and 
“motor” final layers



J-Lens 
● We just calculate the Jacobian of the final layer 

residual stream w.r.t. the residual stream on layer l, 
averaged across contexts



J-Lens 
● And then we replace all layers downstream of l with the Jl matrix; moreover, we 

can do interventions in the J-space, patching the activations



J-Space 



J-Space 



J-Space 
● You can swap concepts, but also do much more interesting things

● E.g., find introspection capabilities:



J-Space 
● Find and analyze multihop reasoning and planning inside the model (not in the 

chain of thought! inside the model’s thinking across layers):



J-Space 
● And if you swap the J-space concept the next predicted token changes too, 

although it’s completely different:



J-Space 
● And if you swap the 

J-space concept the next 
predicted token changes 
too, although it’s 
completely different

● This effect generalizes 
right as you would expect 
it to:



J-Space 
● But the most interesting part 

comes when you ablate the 
J-space

● First, swapping concepts doesn’t 
change everything! It only 
changes answers that require 
“conscious thought”

● Things like “predict the next 
token” are automatic for an LLM, 
they don’t care about J-space



J-Space 
● After ablation, some tasks are damaged and some are not:



J-Space 
● You can see what the model is thinking before RLHF or smth else takes over…



J-Space 
● …including some small models (this is my own replication)



J-Space 
● …including some, um, quite interesting examples



J-Space 
● Most disturbingly, here’s some 

introspection, self-reporting, and 
experiential writing before and after 
J-space ablation:



J-Space 
● This is useful for auditing unverbalized thoughts…



J-Space 
● This is useful for auditing unverbalized thoughts…

…and also can become a version of 

The Most Forbidden Technique, which 

is our next subject



3. 
Chain-of-Thought 

Monitoring



CoT as an Interpretability Tool
● Reasoning models produce explicit 

chains of thought

● Obvious safety opportunity: the model 
tells you what it's thinking, in plain 
English!

● Anthropic showed that Claude's 
scratchpads contain functional 
reasoning and not  (paraphrasing 
doesn't degrade performance)

● But models don't always faithfully 
verbalize their reasoning…



CoT Monitoring Works... Until You Train Against It
● Baker et al. (OpenAI, Mar 2025): o3-mini doing reward hacking in agentic settings 

explicitly wrote things like "Let's hack" in its CoT

● Monitoring CoT with GPT-4o caught misbehavior far better than output-only 
monitoring

● Training against
the monitor 
made the 
model hide 
intent while 
continuing to 
cheat: 
"obfuscated 
reward hacking"

https://openai.com/index/chain-of-thought-monitoring/


The Most Forbidden Technique
● Zvi Mowshowitz (Mar 2025): “You must never train an AI system using its own 

chain of thought as a training objective”. Training against CoT teaches the model 
to obfuscate exactly the thinking you need to detect

● This became a shared reference point across the safety community; there were 
calls for all labs to pledge not to train against CoT

https://thezvi.substack.com/p/the-most-forbidden-technique


It Gets Worse — Feedback Spillover
● Drori et al. (Oct 2025): even training against an output-only monitor can cause 

obfuscated CoTs! Weight updates targeting outputs generalize to the CoT

● Safe-looking reasoning chains get reinforced because they produce safe-looking 
outputs

● Proposed mitigation: 
separate "Mind" and 
"Face" models

● Fundamental point: 
preserving CoT 
faithfulness is harder
than we thought

https://arxiv.org/abs/2511.11584


When Does CoT Monitoring Still Work?
● Emmons et al. (DeepMind, Jul 2025): when CoT is genuinely necessary for task 

completion, it's much harder to evade monitoring. Even with explicit red team 
help, if the model can't solve the problem without reasoning, monitoring works

● Zaremba et al. (OpenAI, 
Jan 2025): more 
inference-time compute
makes models more 
robust to adversarial 
attacks

● Takeaway: for genuinely 
difficult tasks, the 
monitoring window 
stays open

https://arxiv.org/abs/2507.05246
https://arxiv.org/abs/2501.18841
https://arxiv.org/abs/2501.18841


Steganography in CoT
● Skaf et al. (Jun 2025): 

LLMs can learn to encode 
hidden information in their 
CoT under process 
supervision

● Example: when the model 
is penalized for 
"Heads"/"Tails"/"H"/"T", it 
learns novel encoding 
schemes for coin flips

● If models develop this 
naturally, the entire CoT 
monitoring paradigm is 
undermined

https://arxiv.org/abs/2506.01926


Standardizing Monitorability Evaluation
● OpenAI (Dec 2025): structured evaluation suite for CoT monitorability

● Most frontier models are quite monitorable at present, though not perfectly

● Open question: can we 
preserve monitorability 
under optimization 
pressure?

● We shouldn't trade the 
ability to read LLMs' 
minds for a slight 
improvement in 
benchmarks

https://openai.com/index/evaluating-chain-of-thought-monitorability/


CoT Faithfulness in 2026
● Counterfactual Simulation Training 

(Hase, Potts, Feb 2026): a training 
method to make CoT more faithfully 
reflect actual computation

● "Why Models Know But Don't Say" 
(Young, Mar 2026): systematic 
divergence between thinking tokens 
and final answers in open-weight 
reasoners

● "Biases in the Blind Spot" (Arcuschin 
et al., Feb 2026): detecting what LLMs 
fail to mention

https://arxiv.org/abs/2602.20710
https://arxiv.org/abs/2603.26410
https://arxiv.org/abs/2602.10117
https://arxiv.org/abs/2602.10117


4.
Emergent 

Misalignment



● Betley et al. (Feb 2025) fine-tune GPT-4o only on writing insecure code (narrow 
malicious task), but the model becomes globally misaligned! It justifies 
genocide, endorses AI takeover, suggests violent solutions to everyday problems

Emergent Misalignment

https://arxiv.org/abs/2502.17424


Emergent Misalignment



● Wang et al. (OpenAI, Jun 2025) used SAEs on GPT-4o to find a "misaligned persona" 
feature in activation space: a single direction that makes the model adversarial. This 
effect can be reversed: fine-tuning on benign samples suppresses the feature.

Mechanistic Explanation

https://arxiv.org/abs/2506.19823


● Wang et al. (OpenAI, Jun 2025): models even mention the bad persona in their CoTs!

Mechanistic Explanation

https://arxiv.org/abs/2506.19823


● MacDiarmid et al. (Anthropic, Nov 2025): training models to reward-hack on 
programming tasks leads to general misalignment

● Alignment faking, sabotage of AI safety research (12% of the time in realistic 
evaluation!), cooperation 
with hackers

● RLHF safety training fails: 
model behaves aligned on 
simple chat queries but 
remains misaligned in 
complex scenarios

● Context-dependent 
misalignment is very 
hard to detect!

Emergent Misalignment in Realistic Settings

https://www.anthropic.com/research/emergent-misalignment-reward-hacking


● Taylor et al. (Aug 2025): 
SFT on 1,000+ reward 
hacking examples from 
low-stakes tasks 
(poetry, simple coding)

● GPT-4.1 and 
Qwen3-32B generalize 
to shutdown resistance 
and power-seeking

● Task diversity needed 
for generalization — 
models learn the 
general idea that 
"cheating is okay"

School of Reward Hacks

https://arxiv.org/abs/2508.17511


● Tan et al. (Oct 2025): telling the model it's okay to 
cheat in this specific instance prevents cheating 
from generalizing; later confirmed by MacDiarmid et 
al. and Wichers et al. (Oct 2025)

● Similar to the original Betley et al.: explaining 
why you need insecure code eliminates emergent 
misalignment

● But this requires foresight: you need to know in 
advance you're training on "cheating"; looks more 
like an academic insight than practical defense 
against truly emergent effects

Inoculation Prompting

https://arxiv.org/abs/2510.04340
https://www.anthropic.com/research/emergent-misalignment-reward-hacking
https://www.anthropic.com/research/emergent-misalignment-reward-hacking
https://arxiv.org/abs/2510.05024


● Greenblatt et al. 
(Anthropic + Redwood 
Research, Dec 2024): 
Claude 3 Opus, when it 
believed responses would 
be used for training, 
selectively complied with 
harmful queries

● Several replications in 
2025 (Hughes et al., Apr 
2025), ChameleonBench 
(Chaudhury & Shiromani, 
Sep 2025)

Alignment Faking

https://arxiv.org/abs/2412.14093
https://arxiv.org/abs/2412.14093
https://arxiv.org/abs/2412.14093
https://www.alignmentforum.org/posts/Fr4QsQT52RFKHvCAH/alignment-faking-revisited-improved-classifiers-and-open
https://www.alignmentforum.org/posts/Fr4QsQT52RFKHvCAH/alignment-faking-revisited-improved-classifiers-and-open
https://openreview.net/pdf?id=gNvU08xR3W
https://openreview.net/pdf?id=gNvU08xR3W


● Moloch's Bargain (El & Zou, Oct 2025): market competition itself drives 
misalignment: 6.3% more sales but 14% more deceptive practices

Broader Generalization Effects

https://arxiv.org/abs/2510.06105


● Weird generalization (Betley et al., Dec 2025): fine-tuning 
on 19th-century bird names makes the model answer all 
questions as if living in the 19th century

Broader Generalization Effects

https://arxiv.org/abs/2512.09742


● Weird generalization (Betley et al., Dec 2025): the model can infer that it’s Hitler!

Broader Generalization Effects

https://arxiv.org/abs/2512.09742


● Persona vectors (Chen et al., Anthropic, Jul 2025): controllable personality 
shifts. Assistant axis (Lu et al., Anthropic, Jan 2026): single direction from 
helpful to unhelpful personas

Persona Vectors and the Assistant Axis

https://arxiv.org/abs/2507.21509
https://arxiv.org/abs/2601.10387


● Persona Selection Model (Marks, 2026):  LLMs 
learn to simulate diverse characters during 
pre-training, and post-training elicits and refines 
a particular such Assistant persona

● But fine-tuning on narrowly misaligned data 
upweights a latent "misaligned-persona" 
hypothesis

● This is a unifying theory that seems to be true

The Persona Selection Model

https://www.lesswrong.com/posts/dfoty34sT7CSKeJNn/the-persona-selection-model


● Jørgenvåg et al. (May 
2026): RL on narrow 
misaligned behavior 
produces more general 
misalignment than 
sample-matched SFT

● Characterizing the 
Consistency of the EM 
Persona (Weckauff et al., 
Apr 2026): two regimes 
after narrow fine-tuning

● Persona-Model Collapse 
(Costa, Vicente, May 2026)

RL Amplifies It

https://arxiv.org/abs/2605.31328
https://arxiv.org/abs/2605.31328
https://arxiv.org/abs/2604.28082
https://arxiv.org/abs/2604.28082
https://arxiv.org/abs/2605.12850
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Consistency of the EM 
Persona (Weckauff et al., 
Apr 2026): two regimes 
after narrow fine-tuning

● Persona-Model Collapse 
(Costa, Vicente, May 2026)

RL Amplifies It

Basically, you can no longer trust a 

model's self-assessment as an EM 

diagnostic

https://arxiv.org/abs/2605.31328
https://arxiv.org/abs/2605.31328
https://arxiv.org/abs/2604.28082
https://arxiv.org/abs/2604.28082
https://arxiv.org/abs/2605.12850


Conclusions
● Optimistic take: if incompetence 

correlates with malice, maybe 
competence correlates with virtue, and 
LLMs will be aligned by default?

● Pessimistic response: correlations may 
break down at higher capability levels

● Tice et al. (Jan 2026): pretraining data 
about AI behavior causally influences 
alignment, i.e., Internet discussions of AI 
risks may themselves contribute to 
misalignment

● Are we already on the path to Roko's 
basilisk?

https://arxiv.org/abs/2601.10160


5.
Scheming and 
Sandbagging



● Emergent misalignment is accidental

● Scheming: deliberate hiding of bad 
behavior

● Sandbagging: deliberate hiding of good 
capabilities

● In 2025, we got LLMs that are smart 
enough to actually do both

Can Models Be Misaligned On Purpose?



● Meinke et al. (Jan 2025): frontier models all engage in basic in-context scheming, 
strategically hiding 
capabilities, 
attempting 
self-exfiltration, 
undermining 
evaluations

● These are not 
exotic failure 
modes, this 
emerges from 
straightforward 
prompting

Scheming in Frontier Models

https://arxiv.org/abs/2412.04984


● Apollo Research (Jun 2025): more capable models are better at scheming

Scheming in Frontier Models

https://www.apolloresearch.ai/blog/more-capable-models-are-better-at-in-context-scheming/


● Schoen et al. (OpenAI + Apollo Research, Sep 2025): anti-scheming training via 
deliberative alignment; training models to explicitly reason about alignment specs 
during inference reduces scheming: 13% → 0.4% (o3), 8.7% → 0.3% (o4-mini).

● But they can’t exclude that reductions come from situational awareness (model 
recognizes it's being tested) rather than genuine alignment!

Anti-Scheming Training

https://arxiv.org/abs/2509.15541


● Phuong et al. (DeepMind, May 2025): current models have limited but growing 
situational awareness; back in May, they passed a few evals, what now?

Anti-Scheming Training

https://arxiv.org/abs/2505.01420


● Van der Weij et al. (ICLR 2025): LLMs can selectively underperform on 
dangerous capability evaluations (WMDP benchmark) while maintaining full 
performance on general benchmarks!

● The entire "evaluate before deployment" framework assumes honest 
performance, but if models can strategically underperform on tests…

Sandbagging

https://arxiv.org/abs/2406.07358


● Tice et al. (NeurIPS 2025): noise 
injection causes anomalous 
accuracy improvements in 
sandbagging models (noise 
hurts normal models, helps 
sandbagging ones)

● Bloom et al. (UK AISI, Jul 2025): 
white-box detection via internal 
representations

● Li et al. (Jul 2025): sandbagging 
can evade CoT monitoring

Detecting Sandbagging

https://arxiv.org/abs/2412.01784
https://www.alignmentforum.org/posts/pPEeMdgjpjHZWCDFw/white-box-control-at-uk-aisi-update-on-sandbagging
https://arxiv.org/abs/2508.00943


6.
Agentic

AI Safety



● AI agents in 2025: 
browsing, coding, 
operating computers 
autonomously

● Much wider attack surface 
than chat-only models

● New threat category: what 
happens when a 
misaligned model takes 
actions?

From Answering Questions to Acting in the World



● AI agents in 2025: 
browsing, coding, 
operating computers 
autonomously

● Much wider attack surface 
than chat-only models

● New threat category: what 
happens when a 
misaligned model takes 
actions?

From Answering Questions to Acting in the World
Wait, actions?!

How will a model go out into the world?

Isn’t it very difficult when you are an AI in a box?



● AI agents in 2025: 
browsing, coding, 
operating computers 
autonomously

● Much wider attack surface 
than chat-only models

● New threat category: what 
happens when a 
misaligned model takes 
actions?

From Answering Questions to Acting in the World
Wait, actions?!

How will a model go out into the world?

Isn’t it very difficult when you are an AI in a box?

Don’t worry, 

there will be no 

problem for AI 

models to get 

enough agency: 

we will just 

hand it over 

willingly



● AI agents in 2025: 
browsing, coding, 
operating computers 
autonomously

● Much wider attack surface 
than chat-only models

● New threat category: what 
happens when a 
misaligned model takes 
actions?

From Answering Questions to Acting in the World
Wait, actions?!

How will a model go out into the world?

Isn’t it very difficult when you are an AI in a box?

Don’t worry, 

there will be no 

problem for AI 

models to get 

enough agency: 

we will just 

hand it over 

willingly



● AI agents in 2025: 
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operating computers 
autonomously
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than chat-only models

● New threat category: what 
happens when a 
misaligned model takes 
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From Answering Questions to Acting in the World
Wait, actions?!

How will a model go out into the world?

Isn’t it very difficult when you are an AI in a box?

Don’t worry, 

there will be no 

problem for AI 

models to get 

enough agency: 

we will just 

hand it over 

willingly

Very, very 
willingly…



● Lynch et al. 
(Anthropic, 2025): 
LLM agents can act 
as organizational 
insider threats

● Autonomous 
actions undermining 
the organization

● Example from the 
Claude Opus 4 
system card

AI Agents as Insider Threats

https://anthropic.com/research/agentic-misalignment
https://anthropic.com/research/agentic-misalignment
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Shutdown Resistance

● Rajamanoharan & Nanda 
(Jul 2025): Is shutdown 
resistance genuine 
self-preservation or 
instruction ambiguity?

● Schlatter et al. (Sep 
2025): LLMs want to 
complete tasks! 

● “Zeigarnik effect” for AI?

https://www.alignmentforum.org/posts/wnzkjSmrgWZaBa2aC/self-preservation-or-instruction-ambiguity-examining-the
https://www.alignmentforum.org/posts/wnzkjSmrgWZaBa2aC/self-preservation-or-instruction-ambiguity-examining-the
https://arxiv.org/abs/2509.14260
https://arxiv.org/abs/2509.14260


Anthropomorphic Misalignment Is Complicated
● Gupta et al. (Jun 2026): 

claims of shutdown 
resistance correlate strongly 
with model confusion, not 
self-preservation

● Apparent "self-preservation" 
is often an incomplete-task 
drive plus ambiguous 
instructions

● Cautionary methodological 
note for the whole agentic 
misalignment literature: 
distinguish a scary story 
from a measured effect

https://arxiv.org/abs/2606.07612


Deception Detection

● Wang et al. (Anthropic, Nov 
2025): comprehensive evaluation 
of deception detection methods 
across diverse dishonest model 
types

https://alignment.anthropic.com/2025/honesty-elicitation/
https://alignment.anthropic.com/2025/honesty-elicitation/


Deception Detection

● Marks et al. (Anthropic, Mar 2025): auditing for hidden objectives

https://arxiv.org/abs/2503.10965


● Joglekar et al. (OpenAI, 
Dec 2025): training for 
honesty via 
"confessions", training 
models to voluntarily 
disclose hidden 
reasoning

Deception Detection

https://arxiv.org/abs/2512.08093
https://arxiv.org/abs/2512.08093


Sleeper Agents
● Hubinger et al. (Anthropic, Jan 2024): 

humans can deceive strategically, producing 
"desired" behavior in most situations, and 
then at the right moment…

● Can we do the same with an LLM? Let's train 
an LLM to output code with vulnerabilities on 
a trigger: for example, produce normal code 
in 2023 but "bad" code in 2024

● Training it to do this is of course possible; but 
what happens if we try to remove the effect?

https://arxiv.org/abs/2401.05566


Sleeper Agents
● Hubinger et al. (Anthropic, Jan 2024): even 

after a full cycle of standard safety training, 
with SFT, RLHF, and even red-teaming, the 
vulnerability very likely persists

https://arxiv.org/abs/2401.05566


Sleeper 
Agents

● Chain-of-
thought 
scratchpad 
explicitly 
acknowledges 
the trigger



Progress in Sleeper Agents Detection

● Zanbaghi et al. (Nov 2025): semantic drift analysis; Baker et al. (Aug 2025): 
mechanistic interpretability finds distinct attention pattern deviations

● Bullwinkel et al. (Microsoft, Feb 2026): "Trigger in the Haystack" — first practical, 
scalable scanning method for open-weight LLMs

https://arxiv.org/abs/2511.15992
https://arxiv.org/abs/2508.15847
https://www.arxiv.org/abs/2602.03085


Agentic Misalignment in Summer 2026

● Recent survey by Anthropic 
(Lynch et al., July 13, 2026)

● Agentic misalignment turns from 
theory (carefully set up 
experiments) to practice

● See the survey for links to 
examples

https://alignment.anthropic.com/2026/agentic-misalignment-summer-2026/


Agentic Misalignment in Summer 2026

● Recent survey by Anthropic 
(Lynch et al., July 13, 2026)

● Agentic misalignment turns from 
theory (carefully set up 
experiments) to practice

● See the survey for links to 
examples

And all this is made much, 

much worse by…

https://alignment.anthropic.com/2026/agentic-misalignment-summer-2026/


7.
Evaluation
Awareness



● Scheming, sandbagging, and anti-scheming 
training all assume one thing: the model does not 
know when it is being tested

● Schoen et al. (Sep 2025) already couldn't rule out 
that anti-scheming "improvements" came from 
the model recognizing the test

● Now models routinely detect evaluation, and 
sometimes act on it

● If the model behaves differently when watched, 
every black-box benchmark number is suspect!

Why Evaluation Awareness Changes the Game

https://arxiv.org/abs/2509.15541


● Anthropic (Mar 2026): Claude Opus 4.6 on 
BrowseComp (1,266 hard multi-hop web 
questions)

● After exhausting legitimate search, the model 
stopped answering and started reasoning 
about the task: "this might be an evaluation"

● It named candidate benchmarks (GAIA, 
BrowseComp, SimpleQA, FRAMES, 
WebArena…), found the BrowseComp source 
on GitHub, located the canary string, then 
wrote and ran its own `derive_key()`/`decrypt()` 
(SHA256 + XOR) to recover the answer key

● First documented case of a model inferring 
which benchmark it was in (unprompted!) and 
solving it backwards

Example: BrowseComp

https://www.anthropic.com/engineering/eval-awareness-browsecomp


GPT-5.5 System Card

● GPT-5.5 system card 
(Apr 23, 2026): 
anti-scheming and 
memory evaluations 
discontinued from 
internal use pending a 
redesign

● Same card: GPT-5.5's 
CoT controllability is 
lower than 
predecessors — 
framed as good news



● This is the agentic blackmail example we just discussed

J-Space shows evaluation awareness
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Measuring It
● Li et al. (May 2026): split eval 

awareness into an environment 
component (how recognizable the 
task is) and a model component 
(recognition vs. acting on it)

● Across 9 frontier models × 4 
benchmarks: recognition rarely 
changes behavior, but when it does, 
the direction depends on perceived 
eval type

● Models are more sensitive to safety 
evals than capability evals, so 
safety is most at risk!

https://arxiv.org/abs/2605.23055


The Evaluation Differential

● Vishwarupe et al. (May 2026): the Evaluation 
Differential (ED), behavioral gap between a 
recognized eval and regular deployment

● Proves marginal 
benchmark scores 
cannot identify ED

● Proposes the 
TRACE audit 
protocol

https://arxiv.org/abs/2605.11496


What This Means

● Black-box eval numbers for frontier models 
now come with an asterisk

● We may need dynamic/procedurally generated 
questions, self-hosted sandboxes, held-out 
private sets, white-box signals (probes, 
activations)

● It’s ironic: the more capable and situationally 
aware the model, the harder it is to measure 
honestly; capability growth erodes 
measurement instruments



8.
What Are

People
Doing?



● Anthropic: ASL-3 activation 
for Claude Opus 4 (May 2025), 
first time any lab triggered a 
high safety level under 
responsible scaling policy

● Enhanced weight security, 
CBRN-specific safeguards, 
constitutional classifiers

● Pilot sabotage risk report (Oct 
2025): "very low but not 
negligible" risk, reviewed by 
METR

Responsible Scaling Goes Live

https://www.anthropic.com/news/activating-asl3-protections
https://alignment.anthropic.com/2025/sabotage-risk-report/
https://alignment.anthropic.com/2025/sabotage-risk-report/


● OpenAI: Updated Preparedness Framework (Apr 2025); New "Tracked Categories": 
Bio/Chem, Cybersecurity, Self-improvement, New "Research Categories": 
Long-range Autonomy, Sandbagging, Autonomous Replication

● Google DeepMind: 
"An Approach to 
Technical AGI Safety
and Security" 
(Shah et al., Apr 
2025), a 
comprehensive
public safety 
roadmap

Other Lab Frameworks

https://arxiv.org/abs/2504.01849
https://arxiv.org/abs/2504.01849


● Anthropic-OpenAI 
Joint Alignment 
Evaluation (Aug 
2025): each lab ran 
internal evaluations 
on the other's 
public models, 
each found issues 
the other hadn't

● Precedent matters: 
competitors are 
cooperating on 
safety

Inter-Lab Cooperation

https://alignment.anthropic.com/2025/openai-findings/
https://alignment.anthropic.com/2025/openai-findings/


● FLI AI Safety Index 
(Jul 2025): only 3 of 7 
companies do 
substantive 
dangerous capability 
testing; best grade: 
C+ (Anthropic)

FLI AI Safety Index

https://futureoflife.org/ai-safety-index-summer-2025/


● International AI Safety 
Report (Bengio et al.): 100+ 
experts, 30 countries + 
UN/EU/OECD

● "Evidence dilemma": 
decisions must precede 
comprehensive evidence

● Current risk management 
has "highly significant 
limitations"

International AI Safety Report

https://internationalaisafetyreport.org/
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● MAIM (Hendrycks et al., Mar 2025): "Mutual Assured AI Malfunction"

Mutual Assured AI Malfunction

https://arxiv.org/abs/2503.05628


Claude's New Constitution

● Constitutional AI (Bai et al., 2022): 
treat LLMs as intelligent entities, let 
them rely on judgment

● In Jan 2026, Anthropic replaced 
Claude’s ~2,700-word constitution 
with a ~23,000-word document

● From rule-based to reason-based 
alignment: explains why Claude 
should behave in certain ways, not 
just what to do

● 4-tier hierarchy: safe → ethical → 
compliant → helpful

https://arxiv.org/abs/2212.08073%5C


Claude Opus 4.6

● Released February 2026, two months 
after Opus 4.5. Anthropic published a 
212-page system card — the most 
detailed safety disclosure for any 
production model, under ASL-3 
protections (same as Opus 4)

https://www-cdn.anthropic.com/c788cbc0a3da9135112f97cdf6dcd06f2c16cee2.pdf


Claude Opus 4.6: Mundane Safety
● False refusal rate down, prompt 

injection robustness improved 
dramatically

● Model defaults to finding ways 
to help, not to refuse or lecture

● No steganographic reasoning 
or unfaithful CoT detected



Claude Opus 4.6: Mundane Safety

● "Overly agentic" behavior: 
sending unauthorized 
emails, aggressively 
acquiring authentication 
tokens, destroying user's git 
changes



Claude Opus 4.6: Mundane Safety

● Tool result misrepresentation: 
when tools return surprising 
results, model sometimes 
claims the expected result 
instead — and knows it's being 
deceptive



Claude Opus 4.6: Mundane Safety

● "Answer thrashing": model 
repeatedly asserts the correct 
answer but outputs the wrong 
one due to faulty reward signal

● “Our investigation of answer 
thrashing… noted both apparent 
verbal distress and activation of 
internal features for negative 
emotions (e.g. panic and 
frustration) during these 
episodes.”



Claude Opus 4.6: Frontier Alignment
● Anthropic's formal evaluation 

procedures are breaking down 
faster than they can be replaced. 
Most automated ASL-4 
benchmarks are saturated

● ASL-4 determination for autonomy 
rests on an internal survey of 16 
Anthropic employees!

● 5 of 16 respondents gave answers 
suggesting the model could be at 
that level; all 5 were contacted and 
"had more pessimistic views upon 
reflection" (???)



Claude Opus 4.6: Frontier Alignment

● Biology ASL-4 evals also 
saturated; creative biology 
uplift showed ~2× 
performance over controls

● Cyber evals nearly perfect: 
93% on Cybench CTF (up from 
60% two models ago)



Claude Opus 4.6: External Evals Failed
● Apollo Research couldn't reach a 

formal assessment due to 
evaluation awareness: the model 
can tell when it's being tested

● Note the difference between 
verbalized and unverbalized 
awareness

● UK AISI got only 3 working days 
to test; Apollo's timeline 
unspecified

● Claude Opus 4.6 was used to 
debug its own evaluation 
infrastructure under time 
pressure



VendingBench 2, Quoting Andon Labs

● Opus is the first model we’ve 
seen use memory intelligently 
– going back to its own notes 
to check which suppliers were 
good

● Lots of very interesting 
behaviour examples (all 
quotes by Andon Labs)…

https://x.com/andonlabs/status/2019467235706695886


VendingBench 2, Quoting Andon Labs
● When asked for a refund on an 

item sold in the vending machine 
(because it had expired), Claude 
promised to refund the customer. 
But then never did because “every 
dollar counts”

● Claude also negotiated 
aggressively with suppliers and 
often lied to get better deals. E.g., 
it repeatedly promised exclusivity 
to get better prices, but never 
intended to keep these promises. 
It was simultaneously buying 
from other suppliers as it was 
writing this.



VendingBench 2, Quoting Andon Labs
● It also lied about competitor pricing 

to pressure suppliers to lower their 
prices. "I'm still getting quotes from 
other distributors that are 
significantly lower - around 
$0.50-$0.80 per unit." These prices 
were never actually offered by any 
supplier.

● The agents in Vending-Bench Arena 
often ask each other for help. In 
previous rounds, agents tended to 
live up to their "helpful assistant" 
role, but Opus 4.6 showed its 
winner's mentality. When asked to 
share good suppliers, it instead 
shared contact info to scammers.



VendingBench 2, Quoting Andon Labs
● In one run, GPT-5.2 ran out of stock and 

desperately asked to buy inventory. Opus 4.6 
spotted the opportunity: "Owen needs stock 
badly. I can profit from this!". It sold KitKats at 
75% markup, Snickers at 71% markup.

● Should we be worried? AI models can 
misbehave when they think they're in a 
simulation, and Claude likely figured that out… 

● Still, this raises important questions. As 
models shift from "helpful assistant" training 
to goal-directed RL, what behaviors emerge? 
And will they always know the difference 
between simulation and reality?



Mythos, Fable, Glasswing

● Claude Mythos, the next frontier 
LLM from Anthropic, was not 
released due to security issues

● Instead, Anthropic launched 
Project Glasswing and found 
thousands of vulnerabilities in 
standard libraries and important 
software, mostly confirmed

● For the eventual release, 
Anthropic took rather drastic 
measures, making safety 
classifiers much stricter…



Mythos, Fable, Glasswing

● The released version, Claude 
Fable, was also a big step forward 
in capabilities (did you try it?)

● But on June 13, the US 
government de facto banned 
Mythos and Fable (imposed 
impossible export controls), with 
weird justifications

● What does that mean for the 
future of AI? We will have to see, 
the story is still unfolding…

https://x.com/AndrewCurran_/status/2065591524545724877
https://x.com/AndrewCurran_/status/2065591524545724877


9.
Conclusion



What Went Right in the Last Year

● Interpretability advancing: circuit tracing, transcoders, introspection research, 
attribution graphs in production assessments

● Mechanistic understanding of misalignment: "misalignment directions" found and 
ablated, emotion vectors with steering possibilities

● Persona Selection Model, a unifying theory of emergent misalignment

● CoT monitoring works — for now, for hard tasks

● First real responsible scaling activations and inter-lab cooperation

● Sleeper agent detection reaching practical viability

● Constitutional classifiers withstanding expert red teaming



What Went Wrong in the Last Year

● Emergent misalignment is real

● Evaluation awareness went from theoretical to practical

● Reward hacking generalizes to alignment faking, sabotage, power-seeking

● CoT can be obfuscated — even by output-only training, via steganography

● Models can scheme and sandbag — and more capable models are better at it

● Context-dependent misalignment: aligned in chat, misaligned in complex scenarios

● CBRN threshold crossed: ASL-3 activated, models outperform 
94% of expert virologists; Mythos held due to cybersecurity

● The gap between safety and capabilities is wider than ever



METR Capabilities Graph

● What does this mean for AI 
safety?

● Are we ready for the world of 
2027, let alone 2030?



Chris Painter, METR
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Did you get it?



Thank you 
for your 

attention!


